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Synopsis

FULLY REVISED IN AUGUST 2015. Bulletproof SSL and TLS is a complete guide to using SSL
and TLS encryption to deploy secure servers and web applications. Written by lvan Ristic, the
author of the popular SSL Labs web site, this book will teach you everything you need to know to
protect your systems from eavesdropping and impersonation attacks.In this book, you'll find just the
right mix of theory, protocol detail, vulnerability and weakness information, and deployment advice
to get your job done:Comprehensive coverage of the ever-changing field of SSL/TLS and Internet
PKI, with updates to the digital versionFor IT security professionals, help to understand the risksFor
system administrators, help to deploy systems securelyFor developers, help to design and
implement secure web applicationsPractical and concise, with added depth when details are
relevantintroduction to cryptography and the latest TLS protocol versionDiscussion of weaknesses
at every level, covering implementation issues, HT TP and browser problems, and protocol
vulnerabilitiesCoverage of the latest attacks, such as BEAST, CRIME, BREACH, Lucky 13, RC4
biases, Triple Handshake Attack, and HeartbleedThorough deployment advice, including advanced
technologies, such as Strict Transport Security, Content Security Policy, and pinningGuide to using
OpenSSL to generate keys and certificates and to create and run a private certification
authorityGuide to using OpenSSL to test servers for vulnerabilitiesPractical advice for secure server
configuration using Apache httpd, IIS, Java, Nginx, Microsoft Windows, and TomcatThis book is
available in paperback and a variety of digital formats without DRM. Digital version of Bulletproof

SSL and TLS can be obtained directly from the author, at feistyduck.com.
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Customer Reviews

This is *the®* HTTPS book to buy, whether you’re a web developer, IT administrator, security
researcher, or computer science student.Author Ivan Ristic’s meticulously-researched book covers
every important aspect of HTTPS, from cryptography, to public key infrastructure, to deployment
and operations. Weighing in at a hefty 506 pages, it's unlikely that you’ll read this book as | did, from
cover-to-cover, so the author thoughtfully crafted the book with distinct sections so you can easily
start with the content most important to your needs before (or instead of) reading anything else.For
security enthusiasts, there’s excellent coverage of all of the major attacks against TLS and PKI over
the last decade or so, from CA compromise to TLS protocol attacks like BEAST, CRIME, Lucky 13,
and more. This book serves as an excellent resource on each of these attacks-- how they operate,
and how to mitigate against them.Web developers charged with keeping their sites fast as they
move to HTTPS will appreciate nearly 30 pages of content on optimizing HTTPS for both the
network and CPU, and fantastic coverage of OpenSSL will help you navigate the many functions of
that powerful toolchain, even if your servers are running on other technologies. Thoughtful coverage
on the tradeoffs between high security and interoperability problems is found in every chapter, to
help you make the right decisions for your site’s needs.One of the best features about this book is
its breadth of platform coverage; unlike many guides that cover only one particular implementation,
Bulletproof SSL and TLS covers all of the major platforms including thorough sections on OpenSSL,
Apache, Java/Tomcat, IS, and Nginx, with comments and footnotes about more obscure platforms
as appropriate.
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